
Recent tensions in the Middle East are a stark reminder of how much Europe depends on imported fossil fuels. 
The continent imports around 60% of the energy it consumes, leaving it heavily exposed to price swings. Securing 
its energy supply and staying competitive means electrifying faster and scaling up homegrown clean energy. 
Wind is central to that effort. It already supplies 20% of Europe's electricity, and reaching climate neutrality will 
mean pushing past 50% through a more decentralised, electrified energy system1. 

A secure, resilient energy system depends on equally secure and resilient digital infrastructure. As wind and grid 
assets expand, so does the digital footprint their operation relies on. Cybersecurity risks grow alongside it.  The 
chief concern is hidden vulnerabilities in hardware or software, along with digital dependencies that high-risk 
suppliers from foreign countries of concern could exploit. Getting cybersecurity policy right is therefore 
inseparable from energy security and independence. 

On 20 January 2026, the European Commission proposed a revision of the EU Cybersecurity Act2 as part of a 
broader cybersecurity package, accompanied by targeted amendments to the NIS2 Directive, aimed at 
simplifying the regulatory framework. A clear, well-designed cybersecurity framework will strengthen the 
resilience of Europe's energy system. An overly complex or fragmented one would increase costs, slow 
deployment, and ultimately undermine that resilience. As the European Parliament and Member States prepare 
their negotiation mandates, both targeting end 2026/early 2027, the European wind industry urges them to 
reflect the following priorities. 

These priorities reflect the sector’s direct operational experience and underline the importance of structured 
industry engagement in shaping practical and effective cybersecurity rules. 

1) Keep the European’s Commission proposal on:  

• Recognising non-technical risks stemming from high-risk suppliers in the legislation. This rightly 

acknowledges that cybersecurity is also about the trustworthiness of those with access to critical 

systems; 

• Establishing an EU-level trusted ICT supply chain framework to assess risks in a structured and 

harmonised way; 

• Introducing European Cybersecurity Certification Schemes that serve as evidence of compliance across 

EU legislation; and 

• Reinforcing ENISA’s mandate and budget to reduce fragmented national approaches. 

2) Improve the European’s Commission proposal by:  

• Including the seven critical functionalities identified by the wind industry in the definition of key ICT 

assets3; 

• Keeping requirements proportionate for systems beyond those critical functionalities, avoiding 

extension of supply chain obligations beyond 1 tier suppliers; 

• Granting the energy sector realistic implementation timelines including at least a 36-month transition 

period starting from publication of the high- risk supplier list; 

• Ensuring non-retroactive application of ICT supply chain requirements to existing systems taking into 

consideration that risk assessments are already conducted under NIS2  

• Prioritising risk mitigation measures before prohibition measures with the latter activated only where 

mitigation falls short; 

• Requiring structured industry consultation and technical, economic and operational risk assessments, 

ensuring that measures remain proportionate and cost effective before any supplier restriction; and  
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• Extending the "main establishment" principle to Manufacturers under Annex II and ensuring that EU 

Cybersecurity Certification Schemes remain voluntary 

The new rules will need to be simple enough for Member States to apply them in a harmonised way across 
markets. Otherwise, Europe risks creating a patchwork of national regulations which will only increase the 
administrative burden on companies and drive costs up, going directly against Europe's simplification and scaling 
up agenda. Consistency between the CSA and the implementation of the Net-Zero Industry Act (NZIA) and the 
Industrial Accelerator Act (IAA) is equally essential, ensuring cybersecurity requirements reinforce rather than 
complicate Europe's industrial scale-up. 

1. Defining the scope: critical digital systems in wind and grid infrastructure 

Wind turbines, wind farms, and their gird integration interfaces operate as holistic cyber-physical systems, 
where hardware, software and remote-control functionalities are tightly interconnected. The definition of "key 
ICT assets" in the revised EU Cybersecurity Act should reflect this system-level reality. The European wind 
industry has identified seven critical functionalities that underpin the safe, reliable operation of wind assets with 
direct impact on system integrity, safety and grid stability4: 

1.Control systems 

 2.Supervisory control and data acquisition (SCADA) 

 3.Software 

 4.Data 

 5.Communication infrastructure (operating system infrastructure) 

 6.Networks, firewalls and remote access systems 

7.Emergency power and fire alarm systems 

These should be explicitly recognised as key ICT assets and subject to enhanced scrutiny, including supply chain 
security requirements. Critical systems in these categories should not be procured from high-risk suppliers 
without a prior project-level risk assessment that also examines supplier cybersecurity threats. 

Beyond these seven, requirements should stay proportionate. A first-tier supplier approach, focusing obligations 
on direct suppliers rather than reaching deeper into global supply chains, would be pragmatic and realistic. 
Operators and manufacturers have limited visibility beyond their immediate suppliers. Pushing obligations 
further would add disproportionate burden without meaningfully improving energy system cybersecurity. 

The framework should also explicitly address remote access and operational control of the turbine. Any entity 
able to remotely monitor, modify or control turbine behaviour, via control centres, software updates or grid 
interaction settings, can directly affect system performance, safety and grid stability. The scope must fully reflect 
the security implications of such access, while avoiding disruption on cross-border operating models between 
the EU and countries with an equivalent level of protection (such as the UK). In cases where mitigation measures 
prove insufficient proportionate restrictions, including prohibition may be justified, considering the criticality of 
the supplier and the urgency of addressing potential risks. 

2. Realistic Timelines and a graduated approach to risk  

Implementation timelines must reflect the technical, operational and economic realities of energy 
infrastructure. Wind energy assets typically operate over 20–30-year lifecycles, with deeply integrated ICT 
systems that cannot be replaced without significant operational disruption.  

For offshore wind especially, replacing embedded ICT systems requires vessel mobilisation, specialised 
equipment, weather-dependent access and re-certification. Supply chains and contracts typically span 5 to 10 
years, so sudden changes in supplier eligibility create substantial investment uncertainty and delay new 
renewable capacity. 
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Against this background, the ICT supply chain framework should not apply retroactively to systems already in 
operation. Operators and manufacturers are already carrying out risk assessments under the NIS2 Directive and 
related national frameworks, which are designed to manage cybersecurity risks in existing infrastructure. 
Therefore, risks in existing assets should continue to be addressed through these established, risk-based 
processes. Applying measures retroactively creates uncertainty which weakens energy security at its core 
because it delays the investments needed to build resilient, reliable systems and directly interferes with long-
term planning, particularly where systems are already deployed and operational. 

For future procurement and ongoing projects following the designation of high-risk suppliers  the energy sector 
should therefore be granted at least a 36-month transition period, starting from the publication of the high-risk 
supplier list to ensuring predictability. Timelines should align with investment and procurement cycles. 
Mechanisms for progressive adaptation or duly justified exceptions should also be considered. 

More broadly, the framework should prioritise risk mitigation measures before prohibition. Prohibition should 
be a last resort used only where mitigation falls short of addressing the identified non-technical risks. A 
graduated approach - assess, mitigate, then restrict only where necessary, would strengthen energy system 
resilience without disrupting the pace of deployment that Europe's energy security objectives require. 

3. Structured industry consultation and supplier assessment 

 The framework should make structured and formalised industry consultation a core element. Before identifying 
key ICT assets, designating or restricting high-risk suppliers or imposing mitigation measures, NIS2 entities and 
relevant sector stakeholders should be formally consulted and relevant sector stakeholders and ground their 
decisions in technical, economic and operational expertise. 

Authorities should assess suppliers of critical systems on two dimensions, their inherent cybersecurity threats, 
their cybersecurity resilience, and their integration in the overall security architecture of the site. To support 
consistent, transparent assessment, WindEurope, with Accenture, has developed a Supplier Cybersecurity 
Threat Assessment Framework5. It gives EU and national authorities a structured methodology to assess supplier 
risks for critical systems, informing decisions on project eligibility, state or EU support and grid connection.  

4. Consistency with the Industrial Accelerator Act and wider EU Cybersecurity 

Legislation  

The EU Cybersecurity Act revision does not exist in isolation. The Industrial Accelerator Act already introduces a 
cybersecurity prequalification criterion for renewable and wind energy auctions and adds a new mandatory 
criterion prohibiting the procurement of key ICT assets from high-risk suppliers in all wind auctions. WindEurope 
supports these measures as an important step towards a more resilient energy system. 

However, given the procurement impacts of prohibiting certain suppliers, they must align strictly. The 
Cybersecurity Act should provide a clear EU-level definition of "high-risk supplier" and a precise scope of which 
ICT products it covers. Regarding wind energy, we recommend anchoring this scope in the seven critical 
functionalities above. Divergence between the two instruments, on definitions, scope or assessment 
methodology, would create legal uncertainty, increase costs for project developers and risk fragmenting the 
internal market.  Alignment should also be ensured when it comes to the timeline for application in both texts. 
On the point, the Industrial Accelerator Act should reflect the same transition periods of the Cybersecurity Act 
revision to ensure that compliance with its obligations is feasible in practice and realistic  

Energy operators are face multiple overlapping cybersecurity frameworks: the NIS2 Directive, the Network Code 
on Cybersecurity, the Cyber Resilience Act, Digital Operational Resilience Act, GDPR, the Data Act and the AI Act. 
These instruments need greater alignment to harmonise reporting obligations, cut duplication and ensure 
consistent definitions and scope. Simplification is not a concession; it is a precondition for effective 
implementation and for maintaining the pace of renewable deployment that Europe's energy security demands. 

5. Taking simplification further in the Directive amending NIS2 

Currently, OEMs operating across multiple Member States must deal with separate national regulators in each 
country, leading to fragmented supervision and duplicative compliance obligations. This is particularly 
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demanding in sectors like energy, where manufacturing and digital services increasingly converge. For a limited 
set of digital service providers, the NIS2 Directive applies the "main establishment" principle, allowing entities 
to register and be supervised by a single competent authority where their key cybersecurity decisions are taken. 
The revised Directive should extend this principle to Manufacturers under Annex II, ensuring that cross-border 
operators benefit from the same one-stop-shop mechanism. 

Similarly, the use of certification schemes should remain voluntary. Many organisations already comply with 
NIS2 through well-established standards and assurance frameworks. Allowing Member States to make 
certification mandatory would create duplicative obligations with no added security benefit.  

 


